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Using Social Media in Exercises

The use of social media tools is an essential element of a comprehensive emergency public information (EPI)
program. It is equally important that social media plans and procedures be regularly tested in a robust and
realistic exercise environment, with the goal of identifying what works well and what improvements may be
necessary.

There are essentially two ways to exercise social media: One way is to use proprietary software tools that
simulate existing social media sites, and the other way is to use real social media sites in a closed and
protected environment. While both methods have value and come with different strengths and weaknesses,
the second approach is the focus of this guidance document.

The benefits of this approach include unparalleled realism, universal accessibility, no cost, and valuable
experience with real-world social media tools. It does, however, require strong commitment and coordination
during the planning phase and a close working relationship between the exercise management team and EPI
partners onsite and offsite.

Social Media Play

As with all elements of an exercise, the use of social media must occur in a safe, controlled environment. In
conducting any kind of exercise, reasonable precautions should always be taken to ensure exercise play is not
mistaken for a real-world situation—for example, by saying “exercise message” before and after phone calls,
marking “EXERCISE” on written products such as news releases, and using different siren sounds to indicate an
exercise or drill.

Similarly, the social media accounts used as part of exercise play should be set up in such a way that all
information stays in the exercise realm and is only visible to approved participants. Once these accounts are
established, they can serve as stand-ins for the social media sites that agencies operate in the real world, and
players can use them in the same way they would in an actual event—to share information, gather
intelligence, engage with the public, etc.

This approach has been tested and executed several times in a range of exercise environments, from small
stand-alone drills that focus only on emergency public information to large full-scale exercises with multiple
players participating from across agencies and jurisdictions. Within DOE, the Nevada National Security Site and
the Waste Isolation Pilot Plant have both successfully used this approach in major multi-jurisdictional exercises
as part of their overall EPI training process.
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Setting Up Social Media Exercise Accounts

The world of social media can change dramatically in relatively short periods of time. The most popular sites
today may be replaced by new and different sites tomorrow. This guidance focuses on the two social media
sites that currently are the most frequently used as part of an EPI program —Twitter and Facebook. As other
sites gain relevance within emergency management, they too can be exercised following this same process.
Users can also practice with these sites along with other applicable third-party tools such as Hootsuite, for
example.

In following these instructions, it is important to note each agency should set up its own individual exercise
accounts that can then be linked with other participating exercise accounts to form a “closed loop” network.
In addition to participating agencies, exercise play may be expanded and made more robust by creating social
media sites that serve as stand-ins for the public and the news media or by working with a Simulation Cell
(Simcell) that provides these inputs. Special “observer” accounts may also be created to provide access for
controllers and evaluators.

This process only needs to be performed once, and then the exercise accounts will remain active and available
for any future exercise play.

Two additional control measures are strongly recommended:

1. Do not link exercise accounts with personal accounts; this is the best way to ensure exercise play stays,
as intended, within the exercise realm.

2. Designate a single team member to create and manage the accounts; this person will be responsible
for authorizing use of the accounts for training and exercises and for providing overall oversight.

EPISC Job Aid for Exercising Social Media _



Created: May 2015

e SiC_] EPISC Job Aid for

EMERGENCY MANAGEMENT ISSUES Exercising Social Media Revised: June 2015

SPECIAL INTEREST GROUP

Creating an Exercise Twitter Account

Creating an exercise-specific account on Twitter is similar to creating one for personal use, though there are a
few things you will want to take special note of in establishing the account.

1. Create a username that identifies your agency and differentiates it from any existing public account by
including the word “exercise” (or some variation), such as “NNSAPA Exercise,” for example. If your
email address is already associated with a Twitter account, you will need to create a new email address
and associate it with the exercise Twitter account. It is suggested you use Gmail to create an exercise-
specific email address, e.g., “nnsapaexercise@gmail.com.”

).}ﬁ' Have an a unt? Signin «
Join Twitter today.
Full name
NNSA PA Exercise v Name looks great
Email address
nnsapaexercise@gmail.com v We will email you a confirmation.

Create a password

EERRRIRARRS L v Password could be more secure.
Choose your username

NNSAPAExercise Username is available
You can change it later.

Keep me signed-in on this computer.

Tailor Twitter based on my recent website visits. Learn more

Create my account

2. In moving through the screens to create your account, you may be required to “follow” other accounts.
You will be able to “unfollow” these accounts when your set-up is finished. You may be also asked to
find other people you know from your contacts. Again, it is strongly recommended you only follow
other known exercise accounts and avoid any linkage with real-world accounts.
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3. When the initial set-up is complete, you can customize your page. If you followed other accounts, you
can unfollow them now. Include a photo for your profile and, for another level of protection, add the
following disclaimer (or some variation) under “Bio”:

—EXERCISE—EXERCISE—EXERCISE—

This site is for Exercise and Training purposes only. All events are simulated.

0 Home

Q Notifications p Messages

- 8@

FOLLOWING FOLLOWERS
4 3 Edit profile

Choose yo

ot your first Tweet ready to go. The hashtag #myfirstTweet will help others find and
at with you.

NNSA PA Exercise &

@NNSAPAExercise
***FOR EXERCISE PURPOSES ONLY***

@ These are simulated events

=% NNSA PA Exercise @NNSAPAExercise -
. : @ 1 7 Tweet
T T— Just setting up my Twitter. #myfirstTweet

a Cindy VonFeldt “cjvonfeldt
+2 Follow NN

Pueblo County, CO ©Pucb Hello

Exercise @NNSAPAExercise
i . £ Tweet
1 #myfirstTweet

- +2. Follow

tSEPP csepp training ' CSEPPtra Or write your own

Training % Follow
&l

Find friends

Trends - Change

Monty Williams

Pelicans fire coach Williams after five 0] Q Add 140
pe—— ocation 4

14.9K Tweets about this trend

#BadFortuneCookiesToGet
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4. There are multiple options you can review and select under “Settings,” the most important of which is
to “Protect my Tweets” so that only those you personally approve can see them. Click on “Security and

4

privacy” and click on the box next to “Protect my Tweets.”

Twitter / Settings.

€ tome 4 Notfications ) Messages v )

Security and privacy
_ Security

NNSA PA Exercise

Login verification @ Don't verify login

Security and privacy

Password reset Require personal inforglition to reset my password

Privacy

Photo tagging ag me in photos

Tweet pivacy @ Protect my Tweets

Vv VM V¥V ¥V V¥V VNV VYV VYV VYV

Tweet location Add a location to my Tweets

Delete all location information

Discoverability Let others find me by my emalil address

Address book Manage your contacts
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5. Asyou follow other exercise Twitter accounts (and they follow you), you should always see a “lock”
icon next to the name. This indicates that the account’s tweets are protected. If you don’t see that
icon, do not follow the account or approve it to follow you.

Peopie followed by NNSA PA Exercise (BNNSAPAExorcise) | Twittor

P4 Messages W Q ==

€ vome & Notifications

Edit profile

NNSA PA Exercise &

**FOR EXERCISE PURPOSES ONLY***

n e

Northwest IMT &

@NorthwestiMT

§ These are simulated events

Who to follow - Refresh - View al

Cindy VonFeldt ses Only Exercise ***FOR EXERCISE PURPOSES ONLY™*
Exercise P y
+ Follow Exercise f 'urposes Only
Only Exercise
Pur y Exercise Pu A
— PurposeNOnly Exercise Purposes Only
Taining .o Follow
o o
Find frienas
Trends - change Y i
Monty Williams L g J
Pelicans fire coach Willams after five

seasons. Mesa County JICEx & Katie Simcell &

@MesaCountyJICEx @PublicSimoell

#BadFortuneCookiesToGet ***FOR EXERCISE PURPOSES ONLY*** ***FOR EXERCISE PURPOSES ONLY™*

#povertysummit
The White House on Twitter

#UnpopularTelevisionShows

Creating an Exercise Facebook Account

The approach for exercising Facebook is slightly different than the approach for exercising Twitter. On Twitter,
the exercise account is used exactly as it would be in the real world albeit with a protected profile and close
attention paid to who has access to the account. On Facebook, a personal profile is established as a stand-in
for a public page. A Facebook public page is a public profile specifically created for businesses, brands,
celebrities, causes, and other organizations. Unlike personal profiles, pages do not gain “friends” but “fans,”
which are people who choose to “like” a page. Facebook Pages are public by default. Since public pages
cannot be kept private for exercise play purposes, personal profiles, which can be made private, are used
instead.
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In creating your exercise account, take special note of the following:

1. Since personal profiles are designed for individuals, when you name your account be sure to make it
sound like a person’s name, such as “Nnsa Pa Ex,” for example. If the name you choose doesn’t meet
Facebook’s name policy, you will be asked to try again until you find one that works. The email address
you use must also be original to Facebook, so it is suggested to use the same email you created for the
Twitter account.

Email or Phone Password

facebook I

Heading out? Stay connected Slgn Up
Visit facebook.com on your mobile phone. It’s free and always will be.

Nnsa Pa Ex
Get Facebook Mobile

nnsapaexercise@gmail.com

nnsapaexercise@gmail.com

Birthday

Month & Day &  Year & Whydolneed o provide
vvvvvvvvvv ?

Female Male

Create a Page for a celebrity, band or business.

In moving through the screens to set up your account, you will be asked if you want to search for friends on
Facebook, as well as to provide other personal profile information. You should skip all of these steps (using the
“Skip” button). As with Twitter, it is strongly recommended you only interact with other known exercise
accounts.

2. When the initial set-up is complete, you can customize your page. Include a photo for your profile and,
for another level of protection, add the following disclaimer (or some variation) to your cover photo:

—EXERCISE—EXERCISE—EXERCISE—

This site is for Training purposes only. All events are simulated. Do not publish or broadcast as a real event.
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Nnsa Pa Ex

m . e SN

NS

National Nuclear Security Administrati

This site is for training purposes only. The eVents posted are simulated.
DO NOT publish or broadcast as a real event.

S Update Info View Activity Log | s+

Timeline

About Friends

% Friends + Find Frieny
All Friends
SUST—————
Mese Jickx *Friends ~ | @ jnicidien Nor Twest imt + Friends v

More About Nnsa Pa Ex

3. There are multiple options you can review and select under “Settings,” the most important of which is
to set your status so that only “Friends” can see your posts. Under “Privacy” look for the question,
“Who can see my stuff?” and ensure the answer is “Friends.” You can now send “Friend” requests to
other Facebook exercise accounts.

Nnsa Pa Ex

Nnsa Pa Ex = NnsaPa Home Find Friends

' Privacy Shortcuts

National Nuclear Security Adm/n/

This site is for training purposes only. The e n Fr
DO NOT publish or broadcas

Timeline About Friends Photos
Who can contact me?
[ Nnsa Pa, what city are you from? status || Photo/ Video [ Life Eve
—— 4% comp
How do | stop someone
from bothering me?
I don't have a hometown &

See More Settings or visit Privacy Basics

A Friends m
@ Public ~ ol sove |

£ Born on April 1, 1994

FRIENDS
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Using Twitter and Facebook Exercise Accounts

To allow evaluators, controllers, and other interested non-players the ability to monitor social media play,
“observer” accounts can also be created. These accounts are not designed to be used for player engagement,
but rather to watch exercise play as it unfolds.

Amy VObserve a8

Adam Observe & **FOR EXERCISE PURPOSES ONLY* [FEXercise Observer &
HEXObservationd @EXObservation FoLLOWS YoU

@EXObserv

***FOR EXERCISE PURPOSES ONLY*** ***FOR EXERCISE PURPOSES ONLY***

i o

Once all the social media exercise accounts are established, they are ready for use. Ensure all identified
participant and observer accounts are linked together. For Twitter, this means the exercise Twitter account
and participant/observer accounts are “Following” and a “Follower.” For Facebook, this means the exercise
Facebook personal page and participant/observer personal pages are “Friends.”

When using the accounts, consider including “This is an Exercise” at the beginning of all messages to provide
even further exercise security.

It is highly recommended to schedule a dry-run in advance of any exercise play with all the participants logging
into their accounts and joining on a conference line to discuss what they’re seeing on the screen. If the use of
webinar is available, it is also recommended a webinar is used for the dry-run so all participants can view the
accounts. This is an opportunity to make a few test Facebook posts and Twitter Tweets to determine if any
final adjustments are needed.
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For the exercise itself, it will be helpful to work with a Simcell that can simulate social media inputs from the
public and the news media to create a more dynamic and realistic exercise environment. This can include pre-
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scripted injects based on the scenario, as well as real-time interactions based on player actions.

Social media exercise play is illustrated below.

Twitter Example:

€ Home

4 Notifications

WIPP DoeEx &

@WIPPDoeEX FoLL
***FOR EXERCISE PURPOSES ONLY***

You

P4 Messages

WIPP DoeEx (@WIPPDoeEX) | Twitter

.

TWEETS FOLLOWING

17 5

FOLLOWERS

)

Tweets Tweets & replies

ﬁ WIPP DoeEx @W|PPDoeEx + Dec 10
CARLSBAD, N.M., 12/10/2014 3:43 PM (MST) - The Joint Informati

C) has been d d at the Waste Isolation Pilot Plant,

{Ex @WIPPDoeEx - Dec 10
ionference is scheduled for 2:45 p.m. at the Skeen-Whitlog
4021 National Parks Highway, Carlsbad

[Ex @WIPPDoeEx + Dec 10
_ |[EMS and a Mosaic mine rescue team are providing assisti

Ex @WIPPDoeEx * Dec 10

View photo

ittention.

Ex @WIPPDoeEx * Dec 10

:d person was decontaminated and is being transported for

2%, Katie Simeell @
Exercise: Have they rescued the worker underground at the WIPP?

2%, Katie Simeell @7 ublicSime
Exercise: Reports saying a "roof bolter" caught fire at the WIPP site. Is
this another vehicle maintenance issue?

25 Katie Simeell @PublicSimesl -+ Dec 10
Exercise: | was supposed to go to the WIPP for a meeting. | was told not
to go . to the site because workers are being evacuated

2%, Katie Simeell & mcell - Dec 10
Exercise: We're hearing there is a fire and 2 injuries at the WIPP. Is there a

radiation leak?

2% Katie Simcell ncell - Dec 11
Exercise: What's going on a WIPP? I'm hearing ENN news reports that
there's an accident out there. Is this a repeat of the February...

2% Katie Simcell @ ]
Exercise: What's going on a WIPP? I'm hearing news reports there's an
accident. Is this a repeat of the February accidents?

~JusTSTENegTenamg

Harriet Tubman
Harriet Tubman Wins Unofficial Contest To
Be On $20 Bill

59.9K Tweet:

bout this trend

#HumpDay

ExerciseNewsNetwork e @ Dec

[SNR Exercise-At WIPP, sirens sounded 30 min ago. Fire underground, medical
emergency reported. Waiting for DOE rep now.
ExerciseNewsNetwork £ xcrcischows & Dec

[SN8 waiting for feliow ENN reporters to follow up on suspicious smell at WIPP. Eric S
ExerciseNewsNetwork eNews @ - Dec

[SNBl Exercise-ENN heading to WIPP this moming to follow-up on yesterday's report
about *strange odor.” Concerns about yet another issue at site.

iscue team has reached the injured person, who was wearing an
breathing device, & has completed the underground evacuation

23 Pictures That Will Make Your Hump Day
Infinitely More Enjoyable
23.1K Tweets about this trend

#LittleMixOnSnapchat
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Facebook Example:

Nevada DoeEx

Nevada National Security Site
Joint Information Center

o=l

Nevada National

This site is for training purposes only. The events posted are simulated.
DO NOT publish or broadcast as a real event.

Suggest Friends
v Following | Message | ss«

More ~

* Friends v

Security Site

=

Nevada DoeEx

About Friends 2Mutu Photos

Timeline

R Chuck Exercise Taylor
MEDIA g

Exercise--There has been no explanation regarding what happened at NPTEC
that resulted in four people being injured. Yet you are calling this an
*accident.” If you know it was an accident, please explain the circumstances
that all you to make that assessment and rule out terrorism.

Post [ Photo/ Video

ke - Comment - Share

¥ Nevada DoeEx
==
Press conference (notional) at 2 p.m.

Like - Comment - Share

ok
EPY  Write a comment

. Nevada DoeEx

ary 21

@ Chuck Exercise Taylor
MEDIA [ &

Exercise: According to the Department of Energy’s own website, the location
of the incident today -- the Nonproliferation Test and Evaluation Complex
(NPTEC) -- "is used by a number of government agencies to conduct low-
level, controlled chemical releases in the open environment to simulate
emissions from nuclear weapons production plants.” Yet government officials
are stating there is "no danger” to the public.

Three injured at NPTEC transported to Centennial Hills; stable condition.
Fourth injured at NPTEC at UMC by ground; critical condition.

Like - Comment - Share

vock
REEY Write 2 comment

—r
IWOFTPE W™ " TTU™ v NevadaDoeEx

e - Comment - Share

For Additional Information
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>=® Katie Simcell
€ Janary 21
Exercise: What's the latest on those injured at #NPTEC today? Have family

members been notified?

Like - Comment - Share

vock M ;
BBy Write a comment

More posts from January 21 ~
o> Katie Simcell
€ Janvary21 -1

Exercise: Another accident at DOE's Nonproliferation Test and Evaluation
Complex (NPTEC). There was an accident on June 13, 2014. The
investigation board found the accident was preventable. And now another
accident! Who's in charge out there?

Like - Comment - Share

MocK
BB | Write a comment.

~e" Katie Simcell
&P Janvary 21 -2

Exercise: OMG! My husband works at NPTEC and | can't reach him by phone.
Is he ok? Who can | contact?

Like - Comment - Share

43am - Like

[rock I .
gy Write a comme

§ Nevada DoeEx Please contact your husbands employer HR

Q %5 Chuck Home Find Friends

o

e Tumonchatto se

For specific questions or other technical assistance related to establishing and using real-world accounts to

exercise social media, please contact EPISC Leadership.
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